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ENVIRONMENTAL HORIZONS CO.

Data Security & Information Policy

Environmental Horizons Co. (EH) regards data, information, and digital
assets as among its most critical institutional assets requiring
continuous protection, recognizing that information confidentiality,
integrity, availability, and privacy are fundamental pillars of business
continuity, the protection of stakeholders' interests, the enhancement
of client trust, and the preservation of the Company's reputation.
Environmental Horizons Co. is committed to protecting all its data,
information, and digital assets against unauthorized access,
disclosure, modification, destruction, loss, or misuse, through the
implementation of appropriate information security and cybersecurity
controls and procedures that are aligned with applicable regulatory
and contractual requirements and recognized best practices.

All EH-related data and information shall be stored exclusively in
Company-approved systems, including ERP systems, authorized cloud
platforms, and approved servers and databases. The storage, transfer,
or sharing of Company data via personal devices, storage media,
applications, or unapproved systems is strictly prohibited.

Information shall be classified in accordance with the Company's
approved classification levels - Public, Internal, Restricted, and
Confidential - with appropriate protection controls applied to each
level, encompassing access control, encryption, storage, transfer, and
secure disposal of information. Access to information shall be granted
in accordance with the Need-to-Know principle and the Least Privilege
Principle, limited to what is necessary for the performance of job
responsibilities.

All employees, contractors, consultants, service providers, and third
parties authorized to access Company information are required to
maintain its confidentiality, protect it, and use it solely for authorized
purposes, and to immediately report any actual or suspected security
incident, threat, or vulnerability to the QHSE Department and the
Digitization Department in accordance with approved procedures.
Environmental Horizons Co. maintains a zero-tolerance approach
towards any negligence, misuse, or unauthorized disclosure of
information. The Company guarantees full protection to anyone who
reports a security incident or violation in good faith, and expressly
prohibits any form of retaliation, discrimination, or adverse impact as
a result of such reporting.

The Company is committed to developing and continuously improving
its cybersecurity and information security capabilities through the
implementation of access control measures, identity and privilege
management, backup and recovery, vulnerability management, system
monitoring, ongoing awareness and training, and business continuity
and disaster recovery readiness testing, thereby ensuring the
mitigation of cyber risks and the preservation of operational continuity.
This policy reflects Environmental Horizons Co.'s commitment to
compliance with the regulations, rules, and instructions issued by
relevant regulatory authorities, including the requirements of the
National Cybersecurity Authority (NCA), applicable client contractual
requirements where relevant, the international standard ISO/IEC
27001, and recognized best practices in the fields of information
security and cybersecurity.

This policy shall be reviewed periodically to ensure its continued
alignment with the Company's strategy, the nature of its business,
applicable legal, regulatory, and contractual requirements, and
recognized best practices.

Eng. Amin Mohammed Ali
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